
Over the past several years Linux has gone from being sim-
ply a bithead’s toolbox to one of the most complete and
stable operating systems available. Like the various Unix
p l a t f o rms on the market, Linux was designed to be com-
pletely customizable for any user’s needs. There ’s one key
d i ff e rence, though: Unlike most commercial Unix off e r-
ings, Linux is fully open source. The accessibility pro v i d e d
by the GNU license, under which the Linux kernel is
released, gives users unfettered access to change, adapt and
patch the OS for their own uses. Such patches, submitted
by kernel hackers from across the globe, are how the ker-
nel code continues to pro g ress, improve and have new fea-
t u res added re g u l a r l y.

So why has it taken Linux so long to gain ground, and
why does it still struggle to gain a foothold in today’s
enterprise environments? Obviously there are some

enterprise-specific reasons, which we explore in more
detail in “Are We There Yet?” (page 38), but one of the
l a rgest problems is market fragmentation. Ideally, a uni-
fied eff o rt would mean enhanced benefits of scale, there-
by contributing to larger budgets for development, mar-
keting and technical support. But this is not an ideal

world, so we set out to evaluate the major distributions. 
Our qualifications for this review were simple: A distri-

bution must have commercial support in the United States
via phone and e-mail, and that support must be off e red by
the vendor—not through a third party. Of the 150-plus dis-
tributions available, only six met our qualifications, and
only five vendors accepted the invitation: Caldera Intern a-
tional, MandrakeSoft, Red Hat, SuSE Linux and TurboLin-
u x. Progeny Linux Systems, the sixth, declined to part i c i-
pate, saying it was between revisions.

We’ve conducted in-depth tests of Linux before. In fact,
in June 2000 we made our Chicago Neohapsis partner lab a
completely Linux-driven environment and moved every-
thing from backups to VPNs (virtual private networks) onto
the OS (to see how well we fared, check out “The Linux
Challenge,” at w w w. n w c . c o m / 1 1 1 2 / 1 1 1 2 f 1 . h t m l). This time,
also at the Neohapsis lab, we added a new twist: We also
evaluated workstation functionality, as opposed to looking
only at the server side. 

SERVER VS. WORKSTATION
An enterprise environment comprises basically two classes of
computer: workstations and servers. In the Windows world,
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M i c rosoft diff e rentiates these categories
in the operating system by bundling
d i ff e rent software packages and by
changing how OS-level re s o u rces are
allocated—dedicating more re s o u rc e s
to processing requests for the serv e r
version while giving more cycles to the
GUI in its workstation version.

While most Linux vendors also
o ffer workstation and server distribu-
tions, the diff e rences are less dramat-
ic. In every workstation distribution
we tested, we had the option to install
an e-mail serv e r, a Web server and a
database server (among many other
options). And in every server distribu-
tion we reviewed, we had the option
to install a t least one office suite.
Unlike Microsoft Windows, where
the entire OS is packaged around its
p a rticular role, Linux distributions
typically distinguish the workstation
f rom the server based on how much
s o f t w a re is included and what soft-
w a re is installed by default. The re s t
is up to the user. The heart of Linux,
the kernel, remains the same.

All five participating vendors have
workstation and server versions of
their products. However, halfway
t h rough our testing, TurboLinux asked
us not to review the workstation flavor
of its offering. The company is discon-
tinuing general distribution of the
p roduct and will be offering it only as
an OEM installation.

TESTING CRITERIA
Evaluating a distribution based on
the r ole i t wi ll  play  wi thin your
enterprise is important. While one
p roduct might make a great worksta-
tion, it doesn’t necessarily make a
g reat serv e r. It was here that separat-
ing the workstation from the serv e r
became critical for our tests. 

While the distributions themselves
d o n ’t make much of a  distinction
between the two classes, our testing
and expectations did. Postgres SQL
s e rver is far less important to a work-
station distribution than it is to a serv-
e r, and by the same reasoning, you
wouldn’t turn down a good server dis-
tribution simply because it doesn’t
include a nice office suite.

With the exception of some special-
ized server distributions, such as SuSE’s

G ro u p w a re Server (a Lotus Domino-
specific distribution), Mandrake’s Single
Network Firewall product and the Tu r-
boLinux Database Server (featuring
IBM DB2), we saw no major diff e re n c e
between the installations of plain-vanil-
la servers and workstation distributions
f rom any of the vendors included.
Workstation and server distributions do
d i ff e r, however, in the included software.

TOPS IN THE SERVER SLOT
Although SuSE Linux takes our Edi-
t o r ’s Choice award, all the server dis-
tributions we tested had positives and
n e g a t i v e s that must be weighed on an
individual basis before implementa-
tion. Here are the major review crite-
ria shown in our Linux server re p o rt
card (above):
› › Graphical interf a c e : An org a n-
ized and efficient interface is key for
less experienced administrators who
need to maintain their servers fro m
within X Window–based enviro n-
ments. We judged a graphical inter-
face on its menu organization, cus-
tomization, and general look and feel.
›› S e rv e r s : With all the distributions
we tested, we found at least one appli-
cation in each of the following cate-
gories: Web serv e r, e-mail serv e r, data-
base server and firewall. If you have no
p re f e rence, just about any product will
do; however, do your homework if
y o u ’ re looking for a particular package.
› › Administrative tools: In the
Linux world, there are two types of
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MandrakeSoft
MandrakeLinux Caldera

SuSE ProSuite Red Hat OpenLinux TurboLinux
Weight Linux 7.2 Edition 8.0 Linux 7.2 Server 3.1 Server 6.5

ADMINISTRATIVE TOOLS 15% 3 4.75 2.5 4.75 1.25
AUTHENTICATION OPTIONS 15% 3.5 3.5 5 3.5 3.5
SECURITY 15% 4.5 4.5 4 3 1
SERVERS 15% 5 5 5 5 4
STABILITY 15% 5 3 4 3 4
SUPPORT 15% 5 5 5 5 5
COST 5% 5 4 3 2 3
GRAPHICAL INTERFACE 5% 5 4.75 4.75 5 4
TOTAL SCORE 4.40 4.30 4.21 3.99 3.16

A– A– B+ B C+
A≥4.3, B ≥3.5, C ≥2.5, D ≥1.5, F<1.5 A-C G R A D E S I N C L U D E +  O R – I N T H E I R R A N G E S . TO TA L S C O R E S A N D W E I G H T E D

S C O R E S A R E B A S E D O N A S C A L E O F 0 -5 .  CU S T O M I Z E T H E R E S U LT S O F T H I S RE P O RT CA R D T O Y O U R E N V I R O N M E N T U S I N G

T H E I N T E R A C T I V E RE P O R T CA R D ®, A JAVA A P P L E T O N N E T W O R K C O M P U T I N G ON L I N E,  AT W W W.N E T W O R K C O M P U T I N G .C O M .

R E P O RT  C A RD L i n u x  Wo r ks ta t io n  D i s t r i bu t i o n s

Caldera MandrakeSoft
SuSE Red Hat OpenLinux MandrakeLinux

Weight Linux 7.2 Linux 7.2 Workstation 3.1 PowerPack Edition 8.0
STABILITY 20% 5 4 4 3
GRAPHICAL INTERFACE 15% 5 5 4.5 4.5
GROUPWARE 15% 5 5 5 5
OFFICE SUITES 15% 5 5 5 5
AUTHENTICATION OPTIONS 10% 3.5 5 3.5 3.5
PRINTING 10% 5 5 5 4
SECURITY 10% 5 5 3 4
COST 5% 5 3 3 2
TOTAL SCORE 4.85 4.70 4.24 4.03

A A B+ B+
A≥4.3, B ≥3.5, C ≥2.5, D ≥1.5, F<1.5 A-C G R A D E S I N C L U D E +  O R – I N T H E I R R A N G E S . TO TA L S C O R E S A N D W E I G H T E D

S C O R E S A R E B A S E D O N A S C A L E O F 0 -5 .  CU S T O M I Z E T H E R E S U LT S O F T H I S RE P O RT C A R D T O Y O U R E N V I R O N M E N T U S I N G

T H E I N T E R A C T I V E RE P O R T CA R D ®, A JAVA A P P L E T O N N E T W O R K CO M P U T I N G ON L I N E,  AT W W W.N E T W O R K C O M P U T I N G .C O M .



administrators—those who consider it
an insult to be re f e rred to as a geek
and those who consider it a compli-
ment. The latter will likely dismiss X-
based administration tools as clunky
and slow; however,  such tools are
important for less experienced admin-
istrators and those new to the world of
Unix. Availability and stability of these
tools are essential for widespre a d
adoption of Linux in the enterprise. 

In addition, there is an altern a t i v e
to X-based utilities. Administrators
familiar with text-based tools, similar
to those employed by Novell for its
console, have this option with several
of the distributions. Red Hat Linux
and MandrakeLinux have the Setup
u t i l i t y, SuSE has Yast, and Tu r b o L i n-
ux has about 15 separate pro g r a m s ,
including its software-update facility.
› › Authentication options: I n t e r-
operability with other operating sys-
tems is critical in today’s enterprise
e n v i ronment, and Linux is no excep-
tion. We looked at five main authenti-
cation mechanisms: SMB (Serv e r
Message Block), LDAP, NIS(+), Ker-
beros and NDS. 
› › S u p p o rt: Many factors must be
c o n s i d e red when evaluating the sup-
p o rt provided with a Linux distribu-
tion. Patch times and patching tools,

coverage days and times, re s p o n s e
times, and escalation pro c e d u res are
a few of the more important con-
c e rns. All the support depart m e n t s
we tested demonstrated adequate
e x p e rtise but didn’t always provide it
in an optimum time frame. Ty p i c a l l y,
dollars make all the diff e rence, and
given enough money you can achieve
just about any level of support you
feel is necessary.
› › Security: To eliminate distribu-
tions that are completely insecure out
of the box, many Linux vendors have
implemented measures to help net-
work administrators secure their sys-
tems at installation or shortly there-
a f t e r. To this end, many distributions
use predefined scripts to shut down
unneeded services, create fire w a l l
rules and implement network dae-
mon security with TCPWr a p p e r s .

On three of the distributions we
tested, these scripts were implement-
ed through a point-and-click inter-
face, where choices ranged from high
security to low security. Mandrake
and Red Hat let us define our security
level during the installation; SuSE
re q u i red us to do it afterw a rd thro u g h
Yast. Although these measures are n ’t
p e rfect, they go a long way toward
p reventing initial exposure. 

One warning: Be careful when
using these settings if you’re not
familiar with Linux firewalls (such as

i p c h a i n s) because you may wind up
removing all remote access to the
system you’re trying to configure .
Enterprises requiring addit ional
security  should turn to securi ty-
enhanced distributions (see “Locked
Down Out of the Box,” online at
w w w. n w c . c o m / 1 2 2 4 / 1 2 2 4 rd 3 . h t m l ).
›› Stability: Although Linux is laud-
ed for being a stable environment, we
found a few exceptions, mostly with
X-based tools and applications. Exam-
ples include package managers hang-
ing in an endless loop looking for an
update source or video configuration
tools annihilating our video setup after
we’d simply changed our screen re s o-
lution. It’s important to note, however,
that we never had to reboot our server
during one of these application glitch-
es because we were able to kill the
p rocess manually and continue with
our tests. Try that  with Micro s o f t
Windows NT!

ON TO THE WORKSTATION 
Once again SuSE comes out on top,
taking our first-ever Editor’s Choice
a w a rd for Linux workstation distribu-
tions. However, Red Hat, Caldera and
Mandrake followed close behind,
while TurboLinux bowed out of work-
station testing. 

The workstation re p o rt  card 
(page 56) summarizes the results of
our workstation testing, and here are
our main criteria (security and stabili-

58 NETWORK COMPUTING I 11.26.2001  I www.networkcomputing.com

SPEC IAL  REPORT

Our test bed consisted of the following elements, used together to simulate a

mixed enterprise environment:

›› One of each server distribution we tested

›› One of each workstation distribution we tested

›› An HP LaserJet connected via an external HP JetDirect print server

›› A TurboLinux DB2 database server

›› A SuSE groupware server

›› A Mandrake network firewall

›› A Microsoft Windows NT domain controller (server)

›› A Novell NetWare network server

›› A Unix server (Sun Solaris)

LINUX TEST BED



ty were covered in the server section):
› › Graphical interface: End users
demand an interface that is both easy
to use and easy on the eyes, so we

evaluated items such as menu org a n i-
zation, customization and the ability
to change display settings. We looked
a t various  window managers and
desktop environments , and even
though each distribution has its own
desktop environment of  choice

(GNOME for Red Hat and KDE for
the rest), the final selection is gener-
ally left up to the end user. It’s impor-
tant to try out the various window
managers and desktop enviro n m e n t s ,
as they do differ greatly (see “The
M y s t e ry of X Unveiled,” below, for a
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W indow managers, desktop environments, themes,

applications … with all these components fro m

which to choose, it’s no wonder many users new

to X Window are confused. Even we were confused. Here ’s

what we found out.

M o re than 20 window managers are available, and an

i n c reasing number of them incorporate functionality traditionally

re s e rved for the desktop enviro n m e n t, so making a distinction

between the two is a daunting task.

The X Window System, also referred to as X and X11, is the

software that lies between the hardware and the GUI. Linux uses

the XFree86 implementation of X, which includes low-level video

drivers, basic fonts and other core components. The X Window

System is responsible for drawing basic windows, icons and

b a c k g rounds. X alone, however, would make for a re l a t i v e l y

useless computing experience.

A window manager extends the functionality of the X Wi n d o w

System, adding to the windows borders and providing additional

icons, virtual desktops and toolbars, for example (see “Components

of the Most Common Window Managers,” right). A window man-

ager is also responsible for the look and feel of your desktop, and

it is the component with which you’ll experiment most. 

C o n v e r s e l y, the desktop environment is responsible for much

of the behind-the-scenes work of your desktop, providing cut-and-

paste, drag-and-drop and other capabilities. It also delivers many

of the common utilities you would expect in a functional desktop,

including a file manager, control panels, a browser and several

other useful programs. The desktop environment also typically

includes programming libraries, allowing easy integration of new

p ro g r a m s into the environment, and toolkits that help standard i z e

the look and feel of those applications.

In the Linux world, there are two main contenders for the desk-

top environment space, GNOME and KDE. The debate over

which is better is much like the debate concerning which Linux

distribution is best: eternal and pointless. Nonetheless, you should

be aware of the d i ff e rences between the two. For example, KDE’s

b ro w s e r, Konquero r, is currently more advanced than the

GNOME eff o rt, Nautilus. That’s liable to change because Nautilus

is actively being developed. The look and feel of GNOME and

KDE are also quite diff e rent because they are based on their own

graphics libraries, GTK and QT, re s p e c t i v e l y. 

The bottom line: Selecting a window manger and desktop envi-

ronment is a personal decision, subject to one’s pre f e rences for

look and feel, ease of use, and a continuing list of diff e re n c e s

between the main contenders. Most agree that the only way to

know which environment is right for you is simply to try them out.

Window Manager/Desktop Environment Web Sites:

›› GNOME: www.gnome.org

›› KDE: www.kde.org

›› AfterStep : www.afterstep.org

›› Blackbox : blackbox.alug.org

›› Enlightenment : www.enlightenment.org

›› FVWM: www.fvwm.org

›› IceWM: icewm.sourceforge.net

›› Sawfish : sawmill.sourceforge.net

›› Window Maker : www.windowmaker.net

—Mike Janowski, mjanowski@neohapsis.com

THE MYSTERY OF X UNVEILED

C O M P O N E N T S  O F  C O M M O N
W I N D O W  M A N A G E R S

Pin-up Dock GNOME KDE
M e m o ry1 T h e m e s m e n u s a p p l i c a t i o n s Wo r k s p a c e s c o m p l i a n c e2 c o m p l i a n c e2

AfterStep 1.8.8 2,556 KB Y Y Y Y Y Y
Blackbox 0.61.1 1,568 KB Y Y Y Y N Y
Enlightenment 0.16.5 3,784 KB Y Y Y Y Y Y
FVWM 2.2.5 1,428 KB N N N Y N N

IceWM 1.0.7 1,576 KB Y N N Y Y Y
Sawfish 1.0 3,808 KB Y N N Y Y N
Window Maker 0.65.1 2,376 KB Y Y Y Y Y Y
1T O T A L  M E M O R Y  FO O T P R I N T CA L CU LA T ED  F R O M  T E X T  AR EA  +  DA T A  A R EA  +  S T AC K  +  S H A RE D LI B RA R IE S .
2 A NY  O F T HE  W I ND O W  M A N AG E R S  W IL L  R UN  I N  E IT HE R  E NV IR O N M E NT ,  BU T  C O M P L I A NC E  I N DI C AT E S
T HA T  T H E  G I V E N WI NDO W  M A N AG ER  IS  T U N ED  T O IN T E GR AT E ,  AT  L E A S T  T O  S O M E  D EG R E E ,  W IT H  T HE
P A R T I CU LAR  E NV I RO N M E NT .

S OU RC E S :  W W W . W I N D O W M A K E R . O R G / F E A T U R E S - P E R F O R M A N C E . H T M L A ND 
W W W . P L I G . O R G / X W I N M A N / C O M P A R I S O N S . H T M L



detailed explanation of X Wi n d o w
and its various counterparts). 
› › G ro u p w a re / o ffice suites:
“What would it take for Linux to be
fully  adopted by enterprises  as  a
viable alternative to Windows?” This
is a question we hear quite often. The
answer i s, “A real gro u p w a re and
o ffice-suite  solution.” Most  of us
a g ree that a Micro s o f t - c o m p a t i b l e
solution is needed before enterprises
will consider Linux for the desktop.
Several alternatives are available, but
Ximian Evolution (w w w. x i m i a n . c o m)
and Sun Microsystems StarOff i c e
(w w w. s u n . c o m / s t a ro ff i c e) are leading
the way for  gro u p w a re and off i c e
suites, re s p e c t i v e l y.
› › Printing: The ability to print and
manage print jobs is critical for every-
day functionality. We looked at sup-
p o rted printing protocols, printer-
driver support and print-queue
administration. Finally, we tested
printing on a standard Hewlett-
Packard HP LaserJet, both locally and
remotely, to its JetDirect print server.
› › Authentication options: T h e
abi lity  for  Linux workstations to
authenticate to other operating sys-
tems is essential for adoption in the
enterprise. We looked at authentica-

t i o n — f rom a client perspective via
SMB, LDAP, NIS, Kerberos and
NDS—to their respective non-Linux
operating systems.

Bottom line, SuSE impressed us
enough to walk away with the Edi-
t o r ’s Choice award in both the serv e r
and workstation categories. However,
none of the other distributions was
p a rticularly shabby, especially on the
workstation side, where the margin of
v i c t o ry was less than a point—just
0 . 1 5. Note that the products are list-
ed in order of how they placed in the
s e rver tests; on the workstation side
the order was : SuSE,  Red Hat ,
Caldera and Mandrake (Tu r b o L i n u x
opted out of our workstation tests).

We list prices for the distributions
but not for support, which may end up
costing more than the OS. During our
testing we discussed support options
with the vendors, but the range of
offerings was so vast that we feel your
best bet is to identify your pre f e rre d
distribution, then investigate support
costs based on your individual needs.
We’ve posted a chart detailing support
info from a variety of providers at
www.nwc.com/1224/1224rd1.html.

SUSE 
LINUX 7.2

SuSE is one of the most compre h e n-
sive and stable distributions we tested,
though a bit of rethinking was neces-
s a ry to navigate the CLI (command-
line interface) in light of the more tra-
ditional and flat dire c t o ry stru c t u re in
/ e t c. SuSE places RC (run command)
statements in one (large) file—
/etc/rc.config—whereas every other dis-
tribution we tested has subdire c t o r i e s
for diff e rent configuration files and
scripts. However, once we had a firm
grasp on where to find our configs,
and found the rc . c o n f i g tool in Ya s t 2 ,
we had no problem perf o rming all
normal tasks.

SuSE provides a mammoth amount
of software, so much so that the entire
distribution is provided not only on
the seven-disk CD-ROM set, but also
on a single DVD-ROM. 

Yast2, SuSE’s graphical install wiz-
a rd, is  well-developed and off e r s
functionality similar to that of the
Red Hat/Mandrake GUI tools. The
ability to configure the file system,
c reate a crypto file system (a feature

unique to SuSE
among distr i-
but ions tested
h e re ) ,  s e l ect

f rom among two boot loaders and
p e rf o rm a variety of other functions
puts SuSE in a league of its own.

Two products are available fro m
SuSE: SuSE Linux 7.2 Personal and
SuSE Linux 7.2 Professional. The
only di ff e rence between the two
(besides a measly $40) is that the
P rofessional version includes several
s o f t w a re packages not included with
the Personal edition. These addi-
tional packages are LDAP serv e r,
a u t o i n s t a l l e r, clustering tools and
development tools; also, Pro f e s s i o n a l
o ffers additional hard-copy manuals.
F rom either edition, the user can
choose to install server or worksta-
tion, in the same manner as that of
the familiar Red Hat. We tested the
full Professional version.

S u S E ’s X interface contains sever-
al  well -de signed administrati on
tools. Yast2 is SuSE’s tool for config-
uring hard w a re, installed software
and the overall environment. The
same executable, Yast2, when used in
a non-X environment,  inv okes a
text-based util ity for configuring
similar settings.

As for the workstation, SuSE has a
clean menu system, StarOffice 5.2 and
many productivity tools, making it a
potential alternative to Windows.
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E D I T O R ’S C H O I C E
★

SUSE LI N U X’S YA S T2 E X E C U TA B L E M A K E S I T E A S Y

T O C O N F I G U R E S E C U R I T Y S E T T I N G S.
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Security updates are timely and
can be installed from within X, using
the software-update utility, or down-
loaded from SuSE’s Web site and
installed manually.

Su S E ’s support model follows a
nontraditional path, where issues
flow directly into Tier 1 (high

level) support for assessment. Low-
level issues are rerouted to less experi-
enced technicians. SuSE support
o fferings range from online re s p o n s e
to one-hour resolution. The company
even offers a four-hour system-
replacement package, where the entire
system is replaced in the event that the
p roblem can’t be resolved within the
first hour of support.

SuSE Linux 7.2, $69.95 (Professional),
$29.95 (Personal). Available: Now. SuSE
Linux, (510) 628-3380, (888) 875-4689;
fax (510) 628-3381. www.suse.com

MANDRAKESOFT
MANDRAKELINUX
PROSUITE 8.0 AND
POWERPACK 8.0

Mandrake is popular among beginners
and experts alike, and for good reason.
Based on Red Hat’s offering, Man-
drake adds enhanced configuration
tools and is optimized for Pentium-
class and above processors. 

The Mandrake installation is very
polished and should make the Wi n-
dows lovers among you feel comfort-
able. Numerous installation options,
such as text, graphic and expert, fro m

n u m e rous sources, including FTP,
HTTP and CD; choice of hard - d r i v e
p a rtitioning utilities; multiple boot
managers; security-level settings; and
multiple file systems all make for a
v e ry customizable installation pack-
age. The installer is also more func-
tional than most, letting you go back
to any of the past steps to make
changes. Unlike most other distribu-
tions, Mandrake even recognized and
configured our Cisco 802.11b wireless
network adapters.

M a n d r a k e ’s server side offers an
a rray of applications matched only by
SuSE. Like Caldera, Mandrake pro-
vides Webmin over SSL (Secure
Sockets Layer) for secure re m o t e
administration from a Web bro w s e r.
For updating packages and security
patches, Mandrake uses the KDE
S o f t w a re Manager and simply adds its
security patch site into the searc h
path for updates. 

Sounds simple enough, but we
experienced most of  our pro b l e m s
with Mandrake from this util ity.
A c c o rding to the software - u p d a t e
f a c i l i t y, two versions of Apache were
available for install. We chose the
newer version and selected the install
button. The installation failed miser-
a b l y. We finally were able to deter-
mine that the new version listed wasn’t
even on the install CD. To make mat-
ters worse,  when we attempted to
install the other version of Apache,
which was on the CD, the installation
failed as the utility went looking for
the new version all over again.

The next adventure involved not
only the same software installer, but
also Mandrake technical support. We
decided to patch our system for avail-
able security fixes. After instru c t i n g

the application to search for updates,
we received a laundry list of security
p a t c h e s. We selected all of them and
fired away.

The install went perf e c t l y — u n t i l
we rebooted. Upon reboot, LILO
(Linux Loader) simply wouldn’t work.
Since Mandrake provides 90 days of
f ree tech support over the Web on
M a n d r a k e E x p e rt, we decided to give
it a try.

We drafted a detailed message
describing our dilemma, then waited.
For five days. Finally we received a
message back, indicating a part i c u l a r
course of action. It wasn’t ideal, and
d i d n ’t completely resolve our pro b-
lem,  but i t was val id nonetheless.
Four messages later, we were
i n f o rmed that we should uninstall the
new kernel and drop in the original
one because the installer was failing
to re c o n f i g u re LILO properly and to
relink k e rn e l, m a p and i n i t rd files. We
w e re disappointed. 

We sent a reply to Mandrake
inquiring why this happened and how
we could prevent it from happening in
the future. Also, we asked how we
would be able to maintain a secure box
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if we couldn’t install the re c o m m e n d-
ed security updates. The response we
received was classic.

Dear Customer,
Thank you for using MandrakeSoft

P rofessional Services technical support .
U n f o rt u n a t e l y, your question is curre n t l y
not included in our list of free pro v i d e d
support. As a reminder, support is dedicat -

ed to operating system installation only,
covering the topics shown below …

When we then spoke with a repre-
sentative from Mandrake, we were
i n f o rmed that Mandrake’s paid sub-
scription would have alleviated any
s u p p o rt problems we’d encountere d .
F u rt h e rm o re, we learned that Man-
drake had since “resolved” this issue
by no longer allowing kernel updates
to be perf o rmed automatically. This
eliminates an entire population of

administrators from being able to
maintain the system, since compiling
kernel updates isn’t a trivial task. Man-
drake admits this drawback and says it
is actively working on a solution.

You may be wondering why we’re
slamming our second-place finisher. In
a nutshell, we’re trying to prove a
point. Although Mandrake maintains
t h ree levels of support, the first is pri-
marily re s e rved for its free 90-day sup-
p o rt services (which we used). Paid
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For some time Linux had been denied entrance into the enter-

prise Unix application space because it lacked a JFS (journ a l-

ing file system). Over the past two years, however, Linux has

gone from having no native JFS to the enviable state of having four.

These four systems are at various levels of maturity, ranging fro m

“ recently out of beta” to “ready for high-capacity production use.”

JFSes employ the use of journals, where data to be committed

to disk is first written to a journal file. A thread processes the jour-

nal file during idle cycles, writes the journal entries to the disk and

marks them as complete. If a partition is unceremoniously dro p p e d

without unmounting, the journal entries are processed at boot-up,

and very few file-system integrity checks are re q u i red. Pro c e s s i n g

the remaining journal usually takes only a few seconds.

The bottom line is that f s c k s (filesystem checks) a re a thing of

the past. These new JFSes also address issues of perf o rmance and

fragmentation, both of which become more important as disk and

file sizes continue to gro w.

One common misconception about JFSes is that they pre v e n t

data loss. Some of the next-generation file systems being cre a t e d

will address data-integrity issues, but the journaling feature s s i m p l y

guarantee that the file system will be in a consistent state in the

event of a power loss or improper shutdown.

EXT2 AND EXT3

The venerable Ext2 has been enhanced to support journ a l i n g

and is now known as Ext3. Rather than rewriting the file system

f rom the ground up, the developers chose simply to bolt on jour-

naling capabilities. The advantage is backward (and forw a rd )

c o m p a t i b i l i t y. Existing Ext2 partitions can be upgraded to Ext3

with one simple command (tune2fs -j /dev/hdXX). Even after

upgrade, the file system can still be mounted as Ext2, pro v i d e d

that the Ext3 partition was unmounted cleanly. On existing sys-

tems, administrators might prefer this method of upgrade rather

than having to back up, re f o rmat and re s t o re data to one of the

other new JFSes described below.

R E I S E R F S

ReiserFS started from a gro u n d - z e ro coding development and has

t h e reby attained better perf o rmance in benchmark tests versus

Ext3. ReiserFS was the first Linux JFS to hit the streets and has been

in wide use for more than a year. Mandrake has included support

for it in its last several releases, as has SuSE. The latest Red Hat

o ffering, 7.2, also includes support, though your root part i t i o n

cannot be formatted as Reiser at installation.

X F S

SGI has been working on its XFS file system since the early ‘90s.

XFS addresses the high demands of digital video and larg e

databases with support for huge file systems and fast crash

re c o v e ry via journaling. SGI has jumped on the open-sourc e

bandwagon and finalized the 1.0 release of the Linux port ear-

lier this summer. XFS is still too new to be included in either of

the Linux kernel trees, much less a distribution. But it is definitely

worth keeping an eye on.

J F S

Another industry heavyweight, IBM, is mirroring SGI’s move with

its own journaling file system, JFS. IBM is also releasing its high-

p e rf o rmance file system, which is used in its commercial OS/2

Warp Server offering, under the GPL (GNU Public License). The

code is out of beta, and the developers are hoping for inclusion in

one of the upcoming kernel releases. As with XFS, the proven track

re c o rd on thousands of production systems is what may eventually

attract Linux administrators.

JOURNALING FILE SYSTEMS TO THE RESCUE



subscribers go directly to the second
tier of support and are escalated furt h e r
based on the time of day and the com-
plexity of problem. In other words, you
get what you pay for. Free support
options may be OK for the inexperi-
enced home user, but most enterprises
will need a higher level of service. 

As a workstation, Mandrake off e r s
a large array of software, including
Sun StarOffice and KDE Off i c e ,
along with a variety of multimedia
tools and a logical menu system. 

For those not installing X, Man-
drake offers Setup, a text-based menu
system for configuring hard w a re. It
should be noted, however, that this
utility adds considerable data to your
configuration files. For instance, a
typical network-interface configura-
tion file requires only about five lines,
and that’s al l an experienced user
would provide (assuming a limited
number of protocols are being config-
u red). This leaves the file lean and
easy to maintain. The setup configura-
tion utility, on the other hand, insert s
a line item for every option config-
urable, even if it isn’t used, there b y
leaving your configuration file full of
useless information. Although this
clutter may not cause any functional
p roblems, manually editing a messy
file tends to be more difficult.

Mandrake has a competitive off e r-
ing, though it lacks polish. We hope
version 8.1 will resolve some of those
issues. According to Mandrake, that
version should be on shelves by the
time this article prints.

MandrakeLinux ProSuite Edition 8.0 (serv-
er); MandrakeLinux PowerPack Edition 8.0
(workstation), $149 (ProSuite), $69 (Pow-
erPack). Available: Now. MandrakeSoft,
(626) 296-6290; fax (626) 296-6291.
www.mandrakesoft.com

RED HAT
LINUX 7.2

Red Hat was one of the first Linux-
distribution companies to market its
p roduct to end users and vendors
alike. By placing its distributions in
retail stores and establishing alliances
with companies such as Dell Com-
puter Corp. and IBM, Red Hat now
has the largest installed base of any
Linux product. The development and
adoption of Red Hat Package Man-
ager (RPM), the pre f e rred packaging
application used in almost all distri-
butions on the market, also played a
major role in Red Hat’s market domi-
nance. According to Gart n e r, 8.6
p e rcent of U.S. server shipments in
the third quarter of 2000 were Linux-
based systems. Of that, a full 8 per-
cent were Red Hat.

We were pleased to be one of the
first labs to test Red Hat’s new 7.2
release. New features include sup-
p o rt for MIT- K e r b e ros authentica-
tion, enhanced firewalling feature s
and the new Ext3 by default ( see
“ J o u rnaling File Systems to the Res-
cue,” page 66).

The Re d Hat  server pac kage
o ffers a large selection of applica-
tions, but  not  all  are available at
installation time; some commerc i a l
applications must be installed after-
w a rd from the accompanying CDs.
And, having become quite attached
to the handy Webmin configuration
tool, we were disappointed that Red
Hat  does  not  include a We b m i n
RPM (though downloading it fro m
the Webmin site is quite easy).

X-based utilities abound in this
distribution of Red Hat. Manage-
ment of printers, print jobs, fire w a l l s
and the like is made easier thro u g h
the Red Hat suite of configuration
tools. Red Hat is one of the major

c o m m e rcial sponsors of GNOME, so
i t ’s not surprising that GNOME is
the default desktop environment (see
“The Mystery of X Unveiled,” page
60). However, Red Hat’s use of KDE
was equally impressive. We did have
some stability issues with a couple of
X tools—the package manager
locked up and re p o rted software
i n c o rrect ly—but these pro b l e m s
should be resolved by the time 7.2
begins shipping.

As you might expect after re a d i n g
about Mandrake, Red Hat also off e r s
the Setup text-based application for
configuring hard w a re outside of X.
This tool lets you configure users and
g roups, passwords, networking con-
figuration and more, but it suff e r s
f rom the configuration file bloating
described earlier.

Red Hat’s support department is
m o re mature than most . It off e r s
development support, multiplatform
implementation support and tradi-
tional end-user support. Support is
divided into several categories rang-
ing from 12x5 with two-day re s p o n s e
up to premium 24x7 immediate
response services. Online support
was  also top-notch:  Red Hat
responded to an issue submitted
online within eight hours.

Security updates are timely and can
be instal led through X using the
update manager or the CLI using Up2
date, Red Hat’s custom update utility.

Red Hat Linux 7.2, $59.95 (Standard),
$199.95 (Professional). Available: Now.
Red Hat, (919) 547-0012,
(888) REDHAT1; fax: (919) 547-0024.
www.redhat.com 
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CALDERA INTERNA-
TIONAL OPENLINUX
SERVER 3.1 AND
WORKSTATION 3.1

The big sleeper in the group, Caldera
OpenLinux gave us something to think
about. It was one of the most polished
and stable distributions we’ve used, and
the installation is well-thought-out and
allows an extensive customization. 

We’d like to see a few items support-
ed at installation time—namely, NTP
s y n c h ronization, remote printing, a
c rypto file system and a way of enforc-
ing strong security. For example, there
was no password quality check when
choosing a root password. Although it
d i d n ’t offer the largest selection of
applications, OpenLinux Server 3.1
p rovided us with ample choice. 

One weakness is that, though
Caldera has invested a tre m e n d o u s
amount of time in the development of
its OpenLinux X-based administrative
utilities—including tools for patching,
network and modem configuration, and

X setup—the tools didn’t always work
as expected. For example, whenever we
attempted to alter the video re s o l u t i o n
f rom within the GUI configuration
u t i l i t y, all other video settings would
reset to an unconfigured state and
would prevent X from initializing pro p-
erly in the future. Sadly, text-based
c o u n t e r p a rts for configuration are
almost nonexistent, so if these tools are
i m p o rtant to you, OpenLinux might
not be the best choice.

On the other hand, we found Open-
Linux Workstation 3.1 to be both user-
friendly and feature rich. It comes
p repackaged with the StarOffice suite,
making it a fully functional and pro d u c-
tive desktop environment. Security
options are lacking during install, but it
does come with security tools such as
Tr i p w i re, for a form of host-based
i n t rusion detection called binary
integrity-checking; i p t a b l e s ( f o rm e r l y
i p c h a i n s ) for firewalling; Port S e n t ry
automated defense against port scans;
and Logcheck, for monitoring and
a l e rting of log files. Security patches
can be installed through the X-based
update facility or downloaded and
installed manually.

Caldera added a large Unix support

g roup with its acquisition of UnixWa re
and OpenServer from SCO. The
Caldera support department handles
calls for both Unix and Linux. 

We had a few issues with Open-
Linux. Support for wireless network
adaptors is lacking, and the low-level
disk and partition setup had some
functionality issues. If you let Open-
Linux partition your drive for you, as
we did, you’ll end up with a 2-GB
root partition. This may be a little
tight depending on how much soft-
w a re you instal l. Also, unless you
d rop to manual setup, the root part i-
tion will not have the ReiserFS JFS
( j o u rnaling file system) but will have
the stalwart Ext2 file system. Finally,
make sure to select “Write Boot Sec-
tor” during install ; otherwise you
w o n ’t  be booting to that  new OS
anytime soon.

OpenLinux Server 3.1, OpenLinux Wo r k s t a-
tion 3.1, $599 (Server), $59.99 (Wo r k s t a-
tion). Av a i l a b l e : N o w. Caldera Intern a t i o n a l ,
(801) 765-4999, (888) GOLINUX; fax
(801) 765-1313. w w w. c a l d e r a . c o m

T U R B O L I N U X
S E RVER 6.5

TurboLinux has positioned itself dif-
f e rently from the other vendors sim-
ply because of the variety of high-end
p l a t f o rms it supports. The company
has aligned itself heavily with IBM by
incorporating the distribution into
many of IBM’s mid- and high-range
p l a t f o rms, including the S/390, the
e S e rver iSeries and the eServ e r
pSeries. TurboLinux also offers sever-
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al high-end clustering products. We
evaluated only the server portion of
TurboLinux because, halfway thro u g h
our tests, the company discontinued
general distribution of its workstation
p roduct, which will now be available
by OEM only. The company asked
that we not include Workstation Pro
6.1 in this evaluation.

Installation options on Tu r b o L i n u x
6.5 were fairly comprehensive, off e r i n g
the largest selection of file systems to
choose from; however, only Ext2/Ext3
w e re permitted for the root partition. 

TurboLinux hard-drive re q u i re-
ments are lean. A standard Intern e t
install re q u i res only 250 MB, while the
m o re complete intranet install jumps up
to just 572 MB. Obviously, Tu r b o L i n u x
d o e s n ’t offer the breadth of software
available in some of the larger distribu-
tions, such as SuSE and Mandrake,
which have typical installs of about 1
GB, but if your needs are serv e rc e n t r i c ,
TurboLinux may be the choice.

If X was selected for install,

GNOME will be the desktop enviro n-
ment, as KDE support is not off e re d .
I n t e re s t i n g l y, TurboLinux seems to have
focused much of its development on the
text-based side of the house, so almost
all tools are executed from the com-
mand line. The scripts all begin with
t u r b o , so finding them is not a chore .
You’ll find tools for user and gro u p
administration, TCPwrapper configura-
tion and network service setup.

U n f o rt u n a t e l y, there is no slick GUI

tool for patches and updates, as we’ve
come to expect—this too is a text-based
u t i l i t y. Given that, TurboLinux is clear-
ly geared for experienced administra-
tors familiar with Linux and not afraid
to work from within the boundaries of
the command line—not a bad thing,
just not for every o n e .

S e rver 6.5, $199.95. Av a i l a b l e :N o w. Tu r-
boLinux, (650) 228-5000; fax (650) 228-
5001. w w w. t u r b o l i n u x . c o m

Kevin Novak and Patrick Mueller work
for Chicago-based security consultancy Neo -
hapsis. Send comments on this article to
them at k n o v a k @ n e o h a p s i s . c o m a n d
p m u e l l e r @ n e o h a p s i s . c o m .
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Some mainstream Linux distributions are
now putting safety—and ease of imple-
mentation—first. Read more about
s e c u re Linux distributions at
www.nwc.com/1224/1224rd3.html.

ONLINE SPECIAL

NC


